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What we'll be talking about 

• Working together (Community and Developers) 

• Community Feedback Meetings 

• Sharing feedback with the entire team 


Room 3022 for discussion 
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Defining cheat parameters 

• Why is it important? 


. says: 

0 

Why would we buy gold bars now?? We can be banned at random and with out reason or any warning... 

says 


EVERYONE PLEASE GIVE THIS GAME A ONE STAR RATING 


212 weeks ago 
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Player Actions 

• Auto-Clicking 

• Account Sharing 

• Exploitation of "Features" 

• Sophisticated Browser Scripts 


Consequences 

• Character Reset 

• Banning 



1 1 ik. 
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Attempt - Autoclicker Detector 

• Count Actions (Clicks) 

• Simple Captcha (Are you human?) 

• Simple Math (2+2=5?) 
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Response 

• It Sucked 

• Only handled "Autoclickers" 

• Clunky 

• Community hated it 

• Never really worked 
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Lesson 


Cheaters will find a way around your 
roadblocks . What matters is the 
community's perception. 


GDC 
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Attempt - Screw It, Look at the Logs 

• Comb through activity logs 

• Community reports potential cheaters 


Date 

Session Key 

Event 

Health 

Stamina 

Energy 

Level 

Uken Points 

Money 

Vault 

User Agent 

Host 

01/03/16 02:30:24 

1ee5bdb4bQ 

homeffindexQ 

650 / 650 

70/70 

944/10 

98Q 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux: AndrQ 

208.54. 70.2380 

01/03/16 02:30:34 

1ee5bdb4bQ 

homeffreload partiaA 

650 / 650 

70/70 

944/10 

98Q 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208. 54 .70 .2380 

01/03/16 02:30:34 

1ee5bdb4bQ 

chatfftab wallQ 

650 / 650 

70/70 

944/10 

980, 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208.54.70.238Q 

01/03/16 02:30:34 

1ce5bdb4bQ 

chatfftab convoQ 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208.54.70.238Q 

01/03/16 02:30:34 

1ee5bdb4bQ 

chatfftab danQ 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208.54.70.238Q 

01/03/16 02:31:24 

1ee5bdb4bQ 

profile* selA 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208.54.70.238Q 

01/03/16 02:32:06 

1ee5bdb4bQ 

chatffshow customQ. 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208.54.70.238Q 

01/03/16 02:32:20 

1ce5bdb4bQ 

chatfftab dan mark readQ 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208.54.70.238Q 

01/03/16 02:32:26 

1cc5bdb4oQ 

homeffreload partialQ 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208.54.70.238Q 

01/03/16 02:32:36 

1ee5bdb4bQ 

chatfftab dan mark readQ 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208.54.70.238Q 

01/03/16 02:36:36 

1ee5bdb4bQ 

chatffsayQ 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndrQ 

208.54.70.238Q 

01/03/16 02:36:53 

1ee5bdb4bQ 

homeffreload partialQ, 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; And A 

208.54.70.236Q 

01/03/16 02:36:55 

1ee5bdb4bQ 

clanffmyclanQ, 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; And A 

208.54.70.238Q 

01/03/16 02:37:19 

1ee5bdb4bQ 

clanffleaveQ 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndA 

208.54.70.238Q 

01/03/16 02:37:20 

1ee5bdb4bQ 

clanffmyclanQ 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndA 

206.54.70.238Q 

1 01/03/16 02:37:20 

1ee5bdb4bQ 

clanffclansQ 

650 / 650 

70/70 

944/10 

980 

6 

19223625 

44681669177941 

Mozilla/5.0 (Linux; AndA 

208.54.70.238Q 


USys 
USys 
3 USys 
3 USys 
3 USys 
3 USys 
3 USys 

3 usys 

Eg USys 
3 USys 
3 USys 
3 USys 

3 USys 

3 USys 
^3 USys 
USys 
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Response 

• It sucked 

• Enemies/Rivals identified as cheaters 

• Friends/Allies defended as innocent 

• No one was happy 

• Lacked transparency 


GDC 
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Lesson 


Maybe we should try to reform 

cheaters? 
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Attempt - Sanctioning 

• Brand cheaters as cheaters 

• Restrict access to certain game features 

• Gameplay they cheated with 

• Events/Tournaments 

• Leaderboards 

• Remove any ill-gotten gains 
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Response 

• It really sucked 

• It made little difference 

• 20% of Sanctioned players kept 
cheating 

• 50% of Sanctioned players quit 

• 30% of Sanctioned players stopped 
cheating 
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<> 


Response 

• Punishment didn't feel significant to the community 

• Sanctioned players protested publicly 

• Community believed action was tied to revenue 

• Saw an uptick in the number of players cheating 
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Lesson 


We take cheating seriously - can we 
work with the community to fix this? 
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-A 


What now? 

• Conferred with our moderators about 
removing the sanctioning status 

• Which looks like... 


GAME DEVELOPERS CONFERENCE March 14-18, 2016 • Expo: March 16-18, 2016 #GDC16 


GDC 


What now? 

• Attempt 1 - Autoclicker Detection 

• Attempt 2 - Analytical Approach 

• Attempt 3 - Sanctioning 

• We have to have a guideline in place 


GDC 
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Attempt - Back to Analytics 

• Report identifying suspect players 

• In addition to the activity logs, we also have 
cumulative stats on player behaviour 

10 most suspicious repeated actions 10 most suspicious users 


Platform Event 

Count 

Uao* Platform 

i action* 

A VC AcbooWaac 

facoboofc 

• _ 16874 

wob 

32496 

143 7$ 

facoboofc 

12832 

facoboofc 

30256 

124 

facoboofc 

4528 

facoboofc 

25125 

129 51 

facoboofc 

4307 

facoboofc 

16861 

156 66 

wet) 

rnrnmmm - 3751 

facoboofc 

17846 

69 74 

facoboofc 

3870 

wob 

17539 

61 19 

facoboofc 

3594 

facoboofc 

17122 

89 64 

facoboofc 

3296 

facoboofc 

15699 

12579 

facoboofc 

3097 

facoboofc 

14895 

198 56 

facoboofc 

■ ■ 3060 

■ ■ ipbono 

14392 

2351 



Response 

• It didn't suck 

• Able to take preventative action 

• Show Community you're proactive 

• Community and Mods see notices of action taken 
as a sign of things moving in a positive direction 

• Community generally feels there's still more to do 
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Lesson 


The real cost of cheaters is the loss of 
trust from the Community when they 
see the cheating happening . 


GDC 
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It will be OK 


• Games are still running 

• Communities are still strong 


Remember: the real cost of cheating is from the 
Community noticing and losing trust 
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Don't sweat the small stuff 

• Easy to get into a combative mindset with 
cheaters, avoid it! 

• Never going to be able to prevent all cheating 

• Focus on preventing the stuff the Community can 
see 

• Don't need to get all cheaters, just prevent their 
negative impact on the game 


ink 


Going Forward 

• Think about cheating from the start 

• Follow security best practices 

• Lock the client 

• Encrypt network traffic 

• Do proper authentication 

• Etc. 

• Minimize exploitability 

• Build in checks to flag suspicious behaviour 



GDC 


Owen Lawson 

owen@uken.com @0wenCPL 


Thanks, 

We'll be across from Room 3022 for any 
questions or discussion! 


Nick van Vugt 

nick@uken.com @Nicktrunks 
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